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General note

With respect to any damages arising in connection with the described product or this document,
Siemens shall be liable according to the General Conditions on which the delivery of the described
product and this document are based.

This product is not intended for use in life support appliances, devices or systems where a malfunction
of the product can reasonably be expected to result in personal injury. Siemens AG customers using or
selling this product for use in such applications do so at their own risk and agree to fully indemnify
Siemens for any damages resulting from illegal use or resale.

Applications incorporating the described product must be designed to be in accordance with the
technical specifications provided in these guidelines. Failure to comply with any of the required
procedures can result in malfunctions or serious discrepancies in results.

Furthermore, all safety instructions regarding the use of mobile technical systems, including GSM
products, which also apply to cellular phones must be followed.

Subject to change without notice at any time.

Copyright

This product is an original Siemens product protected by US, European and other patents.

Copying of this document and giving it to others and the use or communication of the contents thereof,
are forbidden without express authority. Offenders are liable to the payment of damages. All rights

reserved in the event of grant of a patent or the registration of a utility model or design.

Copyright © Siemens AG 2001
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2 Introduction

This document describes how to establish a PPP connection with Microsoft Windows NT4.0
using the prototype of the MC35 GSM/GPRS engine. Configurations and settings for other
operating systems (Windows 95/98) may slightly differ, but the general proceeding is similar.

The current release of MC35 is able to connect to all networks which offer GPRS services (in
Germany for example T-D1, D2, E-plus, Viag). Please note that not all of the GPRS related
AT commands have been fully implemented yet.

The figures presented in this guide, show the settings required for the German network
provider T-D1. Users of other networks must adapt their settings accordingly. Chapter /8.2/
references the settings for all German network providers.

2.1 References

/1/ MC35 AT Command specification (filename: mc35_atc_01_<version number>.pdf)

12/ Request for Comments: 1661 - The Point-to-Point Protocol (PPP)

13/ Request for Comments: 1994 - PPP Challenge Handshake Authentication Protocol
(CHAP)

2.2 Abbreviations

APN Access Point Name

CHAP Challenge Handshake Authentication Protocol
CID Context Identity

DHCP Dynamic Host Configuration Protocol
DNS Domain Name Server

DSB Developer Support Box

GPRS General Packet Radio Service

GSM Global System of Mobile Communication
IP Internet Protocol

(OR] Operating System

PDP Packet Data Protocol

PIN Personal Identification Number

PPP Point to Point Protocol

QoS Quality of Service

RAS Remote Access Service

ROM Read Only Memory

SIM Subscriber Identity Module

TCP Traffic Control Protocol
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3 What you need

1. GPRS settings from your network provider
Before you can set up your device to access the GPRS network, contact your network
provider to obtain the following information:

APN (name of an access point that connects the mobile network to the Internet)
Primary and secondary DNS

Default QoS settings

IP header compression

IP address (DHCP or static)

User name and password (may be optional)

2. Modem installation and configuration
You will need to set up the modem driver used for the Dial-Up connection. Follow the
steps in chapter /4/.

Note:
Administration rights for your Operating System may be needed in order to install the
modem driver. Contact your local system administrator for advice.

3. Dial-Up Network installation and configuration
Furthermore, you will need to configure the Dial-Up Network itself. Follow the steps in
chapter /5/.
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4 Setting up a Windows modem driver

4.1 Adding a new modem

If no Standard 19200 bps Modem has been installed yet, add a new standard modem to the
modem section of the control panel:
Tap Start -> Properties -> Control panel -> Modems.

Install Mew Modem

windows NT waill nowe try o detect your modem. Before
continuing, you should:

1. If the moden iz attached to wour
computer, make sure it iz turmed on.

2. Quit any programs that may be uzing the
mindenn.

Click Mest when you are ready to continue.

W Don't detect my modem; | will select it from a st

Install Mew Modem

%‘\ Click. the manufacturer ahd maodel of your modem. |f your modem iz nat listed,
(it ar if wou have an installation disk, click Have Dizk.

& Back
Manufacturers: todels
[Standard Maderm Types) | | Standard 1200 bps Maodem ;l
[VoiceView Modem Types Standard 2400 bps Modem
s Standard 9600 bps Modem
Aceen Standard 14400 bps Modem

Standard 19200 bps Modern

Acer -
?I[mn | _'IJ Standard 28800 bps Modem
Hawe Dizk... |

< Back I MNest > I Cancel |

Follow the instructions on the screen and click Next to finish the modem installation.
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4.2 Configuring the modem driver

To configure the modem driver, select the baud rate from the Maximum speed pull down
menu (recommended: 57600) and choose the Connection preferences as illustrated in the
figures below.

Standard 19200 bps Modem Properties |
Bemz] | Connection | Standard 19200 bps Modem Properties EE
General Connection |
2y

Standard 19200 bpz Modem T e v
Datatitz: RGN -
Port: COMT Paity:  [Nore |
= S pEAKEr MallimE Stop bits: |1 j

(Lt Ji Hight — Call preferences

I i b il tame befare disling

[T Eance! e callifinat carmested it I ZBCE

— bl aximum speed

I” | Diszannest a zallifidle fonmare than I mins

57R00

7| Wrlycanmest &t this speed

Advanced... |
] I Cahcel
1].4 I

Cancel |
Advanced Connection Settings
Now, tap the Advanced button to
= e emancartol = v Lz flow control Confi,gurz the following settings:
= Bequited o cannest % Hardware [RT5/CTS]

Tick the Use flow control box. In
" Software [X0ON/X0FF) some cases you may be required
to turn off the flow control.

" | Compress data

I | Wee cellifan pratacs]

[ Eadulaion b The Extra settings can either be

| ¥ left blank or used to predefine the
PDP context. See chapter /6.2/
— Extra settings for information on whether you

need to define the PDP context
and how to proceed. Chapter /5/
describes the steps to activate a
predefined PDP context.

If—‘nT +CEOCAONT =1 ip.intermet t-d1.de

OF Cancel

In the example above, the settings predefine a PDP context where CID = 1, PDP type = ip
and APN = internet.t-d1.de. Note that the APN represents the German network provider T-
D1 and needs to be replaced with the APN address provisioned by your operator.
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4.3 Adding the modem driver to the Remote Access Service (RAS)
In some operating systems (e.g. Windows NT or Windows 2000) it is necessary to activate

the modem driver by adding it to the Remote Access Service. The following figures show
the Windows NT setup.

E3 Control Panel _ O] x| |

E'lE" E':ht HiE""""' HE"lI:' Hetwork EHE
& .'E'.EEEEEIblht_',' DptanS 'ﬁ'dd"llH E.':F Identification  Services | F'n:utu:u:u:ulsl .-’-'-.daplersl Bindingsl

W Conzole # Date/Tin :

= D - Mebwork Services:

oLl LIEVICEE = 1al- —
— ) F MNetBIOS Interface ;I

: @ Fants Packet Capture Driver w202

g Internet Options s | SR E - | Ferncte Access Service

. . D . -
= Licensing @ Moderns APL Configuration
. Server
% tultimed WMOMIT Protocaol Analyzer

. ﬁ ADBC D Wwark station

% PC Card [PCMCIA] 57 Ports -

Printers Q Heginnal Add... | Remove Properties... [Ipdate
= SCS| Adapters o Server ~ Description:
. . Enables users to work offzite az though connected directly to a
i Services = Sounds e

2 System =1 Tape De
&% T elephony B UPS

Configures netwark, hardware and softwars

] I Cancel

Open the Control Panel and tap Network. Choose the Services menu and tap Remote
Access Service. If more than one modem driver has been installed, choose the correct one
and tick the Add button in order to add the driver to the RAS. From now on, the chosen
driver will be used when starting the dial up network.

Remote Access Setup E

Port Device Type

i e
Cancel |
Metwark. .. |
Help |

Add... Remove LConfigure. .. Clone |
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5 Setting up the Dial-up network

5.1 Adding a new phonebook entry

The Dial-Up Network icon is located in the My Computer folder on your Desktop. Select
New to open the wizard shown below. If the Dial-Up Network has not yet been set up you
can follow the resulting screens to install it.

Hew Phonebook Entry Wizard E

Dial-Up Metwarking connects you ta remote netwaork s

uzing your moderm, [SOM, or other WSk adapter. This

wizard helps you create a phonebook, entry that stores

the settings needed ta

network, LD ]

Check: all that apply:
Mame the new phonebs SER R e aRE

IPPP via MC34

W i am calling the Intermet.;

[ Send my plain test password if that's the only way

[ | know all aboy to connect.

would rather e

[ The nonwindows MT zerver | am caling expects
me to bype login information after connecting, or to
know TCPARP addresses before dialing.

Phone Humber

Enter the phone number of the dialup zerer you are < Back I Mest > I Cancel |
caling.  Alternate phone numbers, if any, are dialed
|

automatically if the primary phone number cannot be

reached. The_l,l_nja_l,l 8 N ew Phonebook Entry Wizard E3
numbers on individual my

That's it.

Country code:

Fermany [49)
Press Finizh to save 'PPP via MC35'

Area code: Phaone r

[ = [

W | Use Telephony dialin

< Back

<Back |iFirish

Cancel |

e Enter a suitable label for the phonebook entry (e.g. PPP via MC35) and tap Next.

¢ Inthe Server panel, select all entries which apply and tap Next

e Select the Country code. Use the Phone number field to enter *99# or *99***1#,
depending on what approach you have chosen to handle the PDP context (see chapter
/14.2/). Click Next and Finish to close the wizard.
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Choose the newly created phonebook entry from the Dial-Up Network folder and enter the

settings described below.

e The Entry name, the phone number and the modem type (Standard 19200 bps modem)
should be those you have specified using the wizard (as described in chapter /5.1/).
Whenever needed, you can use these dialog boxes to change the settings.

Edit Phonebook Entry K E3 |
- i x|
Basic | Server I Script I Security Eli e sy [
- Basic Server ; Senpt | Secunty i #.20 |
Entry narne: |F'F'F' wvia MC35
Comment: I Diial-up server tupe:
]F‘F‘F‘: Windows NT, Windows 95 Pluz, Intermet _‘j
Phone number: {334 - Network protocols |
[ Use Telephony dialing properties : v TCPAP TEPAP Settings.. I i
Dislusing: | Standard 19200 bps Modem (COM ]| | [P/3FX compaile
™ ilse another port if busé ' I NetBEUI
[ Enable software compression
[~ Enable PPF LCP extensions
0K
aK ; Cancel

e The Dial-up server type is PPP: Windows NT, Windows 95 Plus, Internet. Choose
TCP/IP to specify the allowed Network protocol. Software compression and PPP LCP
extensions should be disabled. Tap the TCP/IP settings... button to proceed.

e Choose Server assigned IP address and enter
the DNS server address used by your provider.
The example shows the primary DNS address of
the German network provider T-D1:
193.254.160.1. Settings of other providers are
listed in chapter /8.2/ (only Germany) or must be
requested from the local network provider. IP
header compression should be disabled, but the
default gateway is required.

Note:

The settings may vary with the local service
provider. In some cases it may be necessary to
tick IP header compression. This information has
to be requested from the local provider.
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6 Getting started

Make sure the MC35 connects properly to the application platform. For testing purposes, you
can use for example the evaluation kit named DSB35 Support Box.

6.1 Registering to the GSM network

To be able to attach to the GPRS services your terminal or mobile must be registered to the
GSM network, i.e. PIN authentication must have been done during the current session. You
have two ways to do so:

If the used SIM card is unlocked, the terminal or mobile will automatically log on to the
network without requesting SIM PIN1.

If the SIM card is locked you can use any terminal program to enter the PIN. The terminal
program should be properly connected to MC35 and configured for 8 Databits, No Parity,
1 Stopbit, flow control and the recommended bit rate of 57600 bps. IMPORTANT: When PIN
authentication has been successful, close the terminal program to free the communication
port. To enter the PIN use the AT+CPIN command (see /1/ for detailed instructions).

Example:
AT+CPIN=1234
OK
Now, quit the terminal program.

6.2 Defining the PDP context

In order to activate a PDP context with the dial up network, a PDP context needs to be
defined before. This means, that the mobile needs to inform the network about certain
parameters, so that the context will be activated correctly. The PDP context definition can be
done in several ways:

¢ If no entry has been made in the Extra settings of the modem properties and the dial up
network is started with the phone number *99#, no individual PDP context values are
known. In this case the module will use default values for the connection. The default
values are the ones, which had been used for the last connection.

Note:

In some cases it may be required to predefine a PDP context. For example, if the local
network provider requests an APN. In these cases one of the two following options must
be chosen.

o |If the Extra settings of the modem properties have been filled in, the CID is known. In
order to activate the PDP context with the predefined values, *99***<cid># instead of
*99# must be chosen as the phone number entry (see figure below). However, if *99# is
chosen, the module will ignore the predefined values and activate the PDP context with
the default values.

e The PDP context may also be defined manually via a terminal program (57600 Baud, 8
Databits, No Parity, 1 Stopbit, flow control). Start the terminal program. Define the PDP
context using the ,AT+CGDCONT*“ command (see also /1/ for details):

Example: AT+CGDCONT=1,ip,internet.t-d1.de <RETURN>
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Close the terminal program when finished to free the communication port.

Choose *99***<cid># instead of *99# as the phone number entry in the dial up network,
in order to activate the PDP context with the predefined values. Otherwise, the module
will ignore the predefined values and activate the PDP context with the default values.

Edit Phonebook Entry K E3
B asic I Server I Scrpt I Security I w.2h I
Entry name; !F'F'F' via MC35
Caomment: I

Phone number: I"EIEI’“‘"H# gltemates...l

I Use Telephony disling properties

Dial using | Standard 19200 bps Modem (COM x| | Configure... I

™ ilse anather port if bus

ok I Cancel

6.3 Defining the QoS profile

After the PDP context definition specific optional QoS parameters like Delay Class or Mean
throughput rate can be set before activating the PDP context with the Dial-up network. This
can be done via a terminal program (57600 Baud, 8 Databits, No Parity, 1 Stopbit, flow
control).:

Start the terminal program. Define the Set the parameters using the ,AT+CGQMIN* and/or
LAT+CGQREQ" commands (see also /1/ for details). Close the terminal program when
finished to free the communication port.

Example: AT+CGQREQ=<cid>,<precedence>,<delay>,<reliability>,<peak>,<mean> <RETURN>
AT+CGQMIN=<cid>,<precedence>,<delay>,<reliability>,<peak>,<mean> <RETURN>

Note:

The QoS AT commands can only be used when a PDP context has been defined! In order to
activate the PDP context with the predefined QoS values, *99***<cid># instead of *99# must
be chosen as the phone number entry (see also chapter /6.2/). However, if *99# is chosen,
the module will ignore the predefined values and activate the PDP context with the default
QoS values.
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GPRS Startup User Guide S' EM ENS
PRELIMINARY Mobile

6.4 Setting up a GPRS call

Go to the Dial-Up Network folder and select the connection you just created. The example
illustrated below uses the phone number *99# to set a GPRS call. Depending on your
configuration, this may need to be replaced with *99***1#.

Enter the User name and Password and, if dialing from a corporate network, the domain. If
you tick Save password, no panel requesting the password will open in the future.

&L, Dial-Up Networking

More = |

. Connect to PPP via MC35 E Ed
Phane number preswies:
I"SEH# Enter a uzer name and password with access to the
remote network. domain,
Dialing fram:
INew Location User narme: |Siemen$
Locatic  Pazsword: I *******
LDriomain: I

Dial I LClo

(]9 I Cancel

Note:

User name and password may in some cases be optional. Currently the domain field is
ignored for GPRS network access. Address to your network operator for possible changes
and more information.
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6.5 Quick test
To test the connection, simply initiate a ping at the command prompt.

1% test: ping without DNS name resolution:

# Command Prompt [_ (O]

C:x2ping —w 18868 193.254 . 1608.1_

2" test: ping using DNS name resolution:

& Command Prompt M=l Eq

C:s2ping —w 18888 wuww.siemens . de

The "-w* parameter specifies the number of milliseconds to wait for the reply. To run the test
type for example "ping —w 10000 www.siemens.de". The amount of time may vary with the
network access. It is recommended to enter a value in the range from 10000 ms to
20000 ms.

6.6 Browser Settings

No proxy server needs to be configured in the browser.

If you have Internet Explorer installed you can select the phonebook entry created for the
GPRS access as your favorite dial-up networking connection. To do so, go to the Tools
menu and tap Internet Options / Connections. Select the phonebook entry and check one of
the three dial-out option buttons. The sample phonebook entry used throughout this guide,
would be listed as "PPP via MC35".

Please note that, currently, the GPRS service is not yet implemented to the full extent. This
may slow down responses to requested URLs.

6.7 Terminating the GPRS call

For stopping a GPRS data connection, deactivating a PDP context and detaching the
module, see chapter /7.4/.
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7 GPRS AT commands

7.1 General

To transmit data via GPRS the application software uses a PPP stack. Most standard
operating systems (e.g. Windows, Unix/Linux) use it as a part of a standard modem driver.
In Windows based operating systems these drivers are part of the Dial-up network. For other
operating systems these drivers must be provided by the user in order to enable TCP/IP
connections.

However, application software which does not run on a standard OS platform or which does
not use the Dial-up network, can establish a PDP context by executing a series of AT
commands. Of course, you may also manually type these commands using any terminal
program. Afterwards the PPP stack is activated.

Refer to the following chapters for instructions.

7.2 Discrete PDP context activation

e Entering the PIN (AT+CPIN)
The connection of the MC35 to the terminal program and the registration to the GSM
network are described in chapter /6.1/.

Example: AT+CPIN=1234 <RETURN>
OK

o Defining a PDP context (AT+CGDCONT)
Chapter /6.2/ describes the procedure of how to define a PDP context.

Example: AT+CGDCONT=1,ip,internet.t-d1.de <RETURN>

¢ Defining a QoS profile (AT+CGQREQ, AT+CGQMIN)
Chapter /6.3/ describes the procedure of how to define a QoS profile.

Example: AT+CGQREQ=1,3,4,3,0,0 <RETURN>
AT+CGQMIN=1,3,3,3,0,0<RETURN>,

where the numbers correspond to <PDP context identifier>, <Service precedence>,
<delay class>, <reliability class>, <peak throughput rate>, <mean throughput rate >.

e GPRS attach (AT+CGATT)
In order to use the GPRS service the MC35 must be GPRS attached. From that moment
on the PLMN knows that the MC35 is GPRS capable. This means the MC35 can initiate
a GPRS data call and Mobility Management routines apply.

Example: AT+CGATT=1
OK

Note: The GPRS attach may already be done before the PDP context and the QoS
profile definition.
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e PDP context activation (AT+CGACT)
Before data can be transmitted, a PDP context must be activated. One way to do this is
the CGACT command.

Example: AT+CGACT=1,<cid>
OK

Note: More than one context can be activated. If no GPRS attach has been done
before, it will be done automatically by the AT+CGACT command.

e Entering the GPRS data mode (AT+CGDATA)
In order to set the MC35 in the GPRS data mode and activate the PPP stack, the
CGDATA command may be used.

Example: AT+CGDATA=PPP,<cid>
CONNECT
~ J+IY YO8 1) ) MY 0 &-rity i Yo-#) Vo™ ~~ I

When the MC35 has answered with CONNECT, it is in PPP mode and no further AT
commands can be sent to the module until the PPP connection has terminated. The
cryptic letter combination displayed after the CONNECT is the terminal interpretation of
the PPP traffic. For more details about the PPP handshake see also /2/ and /3/.

Note: The activation of the drivers necessary to make a TCP/IP connection has to be
initiated by the OS. It is the user's responsibility to adapt the software accordingly and
provide the appropriate drivers.

7.3 Modem compatible PDP context activation

7.3.1No preceding PDP context activation

The series of discrete AT commands can be replaced by the ATD command as described in
chapter /6.4/.

Example: ATD*99#
CONNECT
~ J+ ) 1918 1) 3 YY" o 8-} Yo-#} Yo", ~~ Ji

7.3.2 Preceding PDP context activation

If setting up a call with defined QoS and PDP context parameters, the following AT
commands can be used as described in chapter /7.2/.

Example: AT+CGDCONT=1,IP,volume.d2gprs.de
OK
AT+CGQREQ=1,3,4,3,0,0
OK
ATD*99***1#
CONNECT
~ WA 198G 1 ) E N0 Y0 8- Yo-#)Y o™, ~~ Y
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7.4 Shutting down the connection

The GPRS data connection can be shut down in the Dial-Up Network by taping the Hang up
button. However the PDP context is still alive. It can be stopped with the AT command
AT+CGACT.

Example: AT+CGACT=0,<cid>
OK

When detaching with the AT+CGATT command, no GPRS data connection is possible
before reattaching.

Example: AT+CGATT=0,<cid>
OK

Note: The CGATT command also performs a PDP context deactivation, if the context had
not been deactivated before.

Another alternative is the ATH command, which closes a data connection, deactivates the
PDP context and detaches the module.

Example: ATH

Note: ATH closes all ongoing voice and data connections!
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8 APPENDIX: Selected German service providers

8.1 Configuration example: D2-Vodafone

The procedure for connecting to the German D2 network is the same as described in
chapter /6.4/. However, the following commands must be entered in the terminal program
before a connection can be made over the dial-up network:

Example: AT+CGDCONT=1,PPP,volume.d2gprs.de <RETURN>
AT+CGQREQ=1,3,4,3,0,0 <RETURN>

Note:
Since this configuration uses a predefined context, the dialed phone number must be
*99***1# (do not use *99#).

&L Dial-Up Networking

Phonebook entry ta dial;
|PPP via MC35 =l

Fhone number presiew:

|93t

Locatior.... |

Disl | Ciose |
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8.2 GPRS parameters of German service providers

The following table presents GPRS parameters of selected German service providers and
operators.

Table 1: Service provider information, valid 16.10.2001

T-D1 D2 Vodafone E-Plus VIAG
Primary DNS 193.254.160.1 139.7.30.125 212.23.97.2 195.182.96.28
Secondary DNS free 139.7.30.126 212.23.97.3 195.182.96.61
IP address Automatic Automatic Automatic Automatic
APN internet.t-d1.de volume.d2gprs.de internet.eplus.de internet
IP header no no no no
compression
Default QoS Precedence 3; Precedence 3; delay Precedence 2; Precedence 2;
delay 4; reliability  4; reliability 3; peak  delay 4; reliability  delay 4; reliability
3; peak 0; mean 0 7; mean 31 3; peak 9; mean 3; peak 4; mean
31 31

Note:
These settings may be subject to regular changes by the network providers.
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